Implementation of RSA in python and Simulation of AES, DES,
Triple DES using Crypttool

Public key cryptography, also known as asymmetric cryptography, uses two different but
mathematically linked keys -- one public and one private. The public key can be shared with
everyone, whereas the private key must be kept secret.

RSA implemented in python is demonstrated below

l=f decrypt (pk, ciphertext):
#Unpack the key into its components
key, n = pk
#Generate the plaintext based on the ciphertext and key usi
plain =

[chr ( ({char ** key) % mn) for char in
the array of bytes as a string
'!'.join(plain)

ciphertext]

public, private
print "You

message = f.read()
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RS54 Encrypter/ Decrypter
Enter a prime number (17,
Enter another prime number

Generating your public/private keypairs

Your public key is (107,
Your encrypted message is:
15394229131391392161421478%
Encryption Time 7

Decrypting message with public key

Your message 1is:
Bvrutti Research
Decryption Time 3

1la, 23, etc): 23

(Hot one you entered above):
now . . .

253) and wyour private key is

69296201229143246

{107, 253)

= RESTART: E:\avrutti\AR\ecc_python project\RSA\rsa 27.py ===
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Encryption of a file with the AES cipher using the content of the component "Key" as key
and the parameters of the AES component for key size, block mode and padding. For 128 bit
AES you should enter 32 hex characters as key. Non-hex characters are extracted by the

"StringDecoder" component
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Text output

4B 26180769 C7D4DCDTBS 7977 DD 06
2508 D061 AC2TD1 6574187092 7F A1
BC21DEQ1 A 2F AC13 CAT2 9E 28 ED AC
AB 92 4F DB A5 BF 54 3B 5F 20 DB 69 5C 40
S44505B5CCD935ADB5B5210816 35
26 TEC4TCAE 245806 1C1ER4 6B 41 F1

DIE30EDATCE5BE 26 DIFE 21 F4 43 CB
1B 3DED 48 CF4T45CDESFE147200C8
5B 2336413197 FO C1 DF AD 94 AEGE D6

29,999 characters, 1 line
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Ciphertext

and the parameters of the AES compenent for key size, block mode and padding. For

128 bit AES you should enter 32 hex characters as key. Non-hex characters are extracted

by the "StringDeccder” component.

First you have to open a file using the

click within this component on the icon "Maximize” or “Fullscreen” {which is the same as
double clicking this compenent). Alternatively you can select the “File Input” component

and open a file with the butten in its pi

component “File Input™: To do so you can either

arameter bar,

Fig 1. AES implementation using Crypttool
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Encryption of a file with the AES cipher using the content of the component "Key™ as key



https://searchsecurity.techtarget.com/definition/cryptography
https://searchsecurity.techtarget.com/definition/asymmetric-cryptography
https://searchsecurity.techtarget.com/definition/key
https://searchsecurity.techtarget.com/definition/public-key
https://searchsecurity.techtarget.com/definition/private-key

Data encryption standard uses cryptographic algorithm that can be used to protect electronic
data. DES algorithm makes use of symmetric cryptographic method. Block cipher algorithm
is used for encryption and decryption purpose and the message is divided into blocks of bits.
DES processes the input data (Original message) of block size 64- bits and a secret key of
64-bits to provide a 64-bit cipher text.
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Message (64 bit): Key (64 bit):
00000001101000101011001111000100 00010011001101000101011101111001
11010101111001100000011111111000 10011011101111001101111111110001
—_— r-
enzge =
13345779 9B BCDFF1 m
| 100%
Y Ciphertext (64 bit):
Key (hex) | 1000010000111111110111101110011010011111011001000001101100000111

Fig 2. DES visualization using Crypttool

Triple DES is the upgrade of traditional DES operation. It takes three 64-bit keys, for an
overall key length of 192 bits. The procedure for encryption is exactly the same as regular
DES, but it is repeated three times, hence the name Triple DES. The data is encrypted with
the first key, decrypted with the second key, and finally encrypted again with the third key.

Hello werld! This is a test! ==
D33E3BBCCALTIFI6ESBACI43 2263 BOS4FY
ASTE5OCEF3 8963457891 AD GAGE0D (9

|_| 95 characters, 1 line

Plainte | e —— |

Ciphertext (Hex)
=
Hello world! This is 2 tast!
K
e | a Linn

Fig 3. Triple DES simulation Crypttool



Message Digest Algorithm 5 (MDS5) is a cryptographic hash algorithm that can be used to
create a 128-bit string value from an arbitrary length string. MD5 (Message-Digest algorithm
5) is a widely used cryptographic hash function that results in a 128-bit hash value. The
128-bit (16-byte) MD5 message digest hashes typically are represented as

32-digit hexadecimal numbers (for example, ad57d3e696d289f2afd663725127abdc)
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Fig 4. MD5 simulation in Cryptool


https://www.sciencedirect.com/topics/computer-science/cryptographic-hash-algorithm
https://www.sciencedirect.com/topics/computer-science/hash-function
https://www.sciencedirect.com/topics/computer-science/hexadecimal-number

